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1. EXECUTIVE SUMMARY
Background and Definitions
1.1. This policy instruction contains guidance and mandatory direction for public and private prison establishments, National Offender Management Service (NOMS) HQ Groups, National Probation Service (NPS), Community Rehabilitation Companies (CRC) prisoner escort contractors and attendance centres to:
(a) Follow the policy set out in this instruction for dealing with the exclusion of not directly employed (NDE) workers;
(b) Notify NOMS Security Group of the exclusion of any not directly employed (NDE) worker; and 
(c) Notify NOMS Security Group of staff dismissed from NOMS public, private prison, HQ including NPS, CRCs, prisoner escort contractors and attendance centres through the respective employers disciplinary procedures if the reason relates to the underlying safety and security of the NOMS estate.
1.2. In the context of this policy NDE workers are those who are providing goods or services contractually or voluntarily to either the NOMS Public Sector Prison Service, NOMS HQ, NPS, CRCs or a private prison/escort contractor operating on behalf of NOMS.  NDE workers include: consultants; contractors; agency workers; fee paid workers; unpaid voluntary workers; locums; sessional workers and CRC personnel.
1.3. Staff employed directly under a contract of employment by NOMS or one of its private prison/escort contractors or CRCs will be dealt with through that organisations own conduct and discipline policy for staff.  Where misconduct or gross misconduct leads to dismissal, their names will be added to the NOMS Exclusion List.  Such cases must still be notified to NOMS, Security Group for inclusion on the NOMS Exclusion List.  There is no need to report cases relating to performance management, which do not pose an underlying safety and security risk.  The NOMS Exclusion Listis a corporate memory of all individuals excluded due to their behaviour or actions or who are deemed to pose an ongoing risk to the NOMS organisation.  Examples of misconduct and gross misconduct extracted from the NOMS Conduct and Discipline policy are contained in Annex J for reference.
1.4. Governors and Directors of public and private prisons must ensure they have a Local Security Strategy (LSS) in place in accordance with the instructions set out in this instruction.  Basic requirements are outlined in Annex H
Desired Outcomes
1.5. The purpose of this policy is to: 
(a) 
Ensure that a central register of excluded personnel is maintained and shared by NOMS, NPS, CRCs and private prison/escort contractors.  
(b)  Prevent excluded individuals applying for job roles at other NOMS locations during their exclusion; and,

(c) Promote consistent, fair and objective standards in the management of all NDE workers providing services to NOMS or one of its private prison/escort contractors,  CRCs thereby avoiding successful legal challenge. 
  
Application

1.6. All sections of the policy instruction are relevant to managers in all prisons, HQ, NPS, CRCs, Attendance Centres and Prisoner Escort providers who appoint and exclude NDE workers, handle staff dismissals as well as to security departments. The main stakeholders are public and private sector prisons, prisoner escort contractors, attendance centres, Shared Services, other service providers, Voluntary Community and Social Enterprise (VCSE) and partner organisations.  
Mandatory Actions

All mandatory actions in this instruction are indicated in italics, unless specified otherwise. 


1.7. Public sector and private prison establishments, HQ, NPS, CRCs, Attendance Centres and Prisoner Escort contractors  must notify the Security Group Approvals and Compliance Team of all directly employed staff dismissed from their place of work for reasons of misconduct and gross misconduct.  This notification will be done automatically for public sector prisons and NOMS HQ.  Other organisations must use the procedures set out in this instruction to notify the Security Group Approvals and Compliance Team of any such dismissals and exclusions of their own personnel.
1.8. Public sector and private prison establishments, HQ, NPS, CRCs, Attendance Centres and Prisoner Escort contractors must use the procedures set out in this instruction to exclude NDE workers within their organisation for reasons of conduct, actions or behaviour associated with safety, security and a duty of care to staff, prisoners and the individual. Such exclusions must be notified to NOMS Security Group using the procedures set out in this instruction.  
1.9. NOMS Security Group will maintain a central Exclusion List which will be used to check any application for appointment made to NOMS or a private prison/escort contractor.

1.10. Public sector and private prison establishments, HQ, NPS, CRCs, Attendance Centres and Prisoner Escort contractors must use the procedures set out in this instruction to process any representations against exclusion on grounds of misconduct for NDE workers. 

Prisons

1.11. DDCs, Governors/Directors, senior managers within Attendance and Prisoner Escort contractors must ensure that all relevant staff are aware of the mandatory actions in sections 2, 3, 4 & Annexes A, B, and E and that the policy is implemented and adhered to

Probation

1.12. NPS Deputy Directors, Deputy Director of NOMS in Wales NPS and Partnerships, Chief Executives within the CRCs and providers of other probation services must ensure that all relevant staff are aware of the mandatory actions in sections 2, 3, 4, & Annexes A, B and E and that the policy is implemented and adhered to.
Resource Impact

1.13. 
Prison establishments and Escort Contractors will already have in place arrangements to exclude individuals. NPS, CRCs and other providers of probation services, will also need to have similar arrangements in place to manage the exclusion of individuals. 
(Approved for publication)

Sarah Payne, Director, NOMS in Wales

pp. Digby Griffith

Director of National Operational Services, NOMS

2. Operational Instructions
Principles relating to Exclusion
2.1. Any Not Directly Employed Worker: The decision to exclude someone must be a reasonable one.  For NDE workers, contractually providing goods or services to each NOMS organisation, here is a need to follow a defensible course of action when NDE workers are excluded; this ensures fairness and that decisions can be upheld on appeal or in case of legal action.  For that reason this instruction sets out a set of mandatory procedures to be used to exclude, on grounds of risk, any NDE worker from a public or private prison, NOMS HQ, NPS, CRC Attendance Centre or an Escort Contractor.  This enables a defensible and consistent approach to be adopted across all NOMS organisations, (both public and private).
2.2. NOMS Public Sector Employees: For staff directly employed by the Public Sector Prison Service and NOMS HQ and NPS procedures will be governed by the conduct and discipline policies relating to that particular part of the business.  Where their actions are deemed to pose a continuing risk to the NOMS organisation, after dismissal, their names will be added to the Exclusion List and for the purposes of this policy will also be termed excluded.  Directly employed staff will only be termed excluded in order that they can be added to the Corporate Exclusion List.  Staff will be informed at the time of their dismissal that this will apply.  If  staff on the List wish to have access then each case is judged on its merits and further consideration will be given as to the suitability of access taking into account the reasons for dismissal and also any other relevant matters.
2.3. NOMS Main Service Providers: For staff employed by other NOMS organisations (including those employed directly by private prison/escort contractors and CRCs) procedures will be governed by the conduct and discipline procedures for each individual organisation.  Where their actions are deemed to pose a continuing risk to the NOMS organisation, after dismissal, their names will be added to the Exclusion List and for the purposes of this policy will also be termed excluded. 
2.4. The National Offender Management Service (NOMS) aims to conduct its business through policies and procedures that reflect best HR practice and which are equitable and transparent to third party providers and individuals entering into contractual arrangements or providing services.  The unique nature of the organisation and the settings in which service providers and individuals may work means the security of prison establishments is a fundamental consideration.  Consequently, it is at the discretion of the Prison Governor or equivalent in other areas of the business to evaluate and decide if an individual should be excluded from the prison or other business unit on the grounds of safety, security and a duty of care to staff, prisoners and the individual.  
2.5. There is a corporate risk that without a consistent policy and sharing of information, workers may be excluded from one business unit and re-appointed elsewhere, so compromising the safety and security of the NOMS estate.  This policy instruction addresses that risk and provides a method of mitigating it through the creation of an Exclusion List.  
Potential Reasons for Exclusion

2.6. Considerations on deciding whether to exclude an individual are likely to focus on behaviour or action, which undermines the relationship of trust or poses a threat to the good order and security of the prison or business unit.  This may include but is not confined to:
· Inappropriate relationships with prisoners/offenders
· Smuggling of unauthorised items such as mobile phones into prisons PSI 10/2012
· Threatening behaviour 

· Risk of harm posed to the safety and security of prisoners, offenders, staff and other workers.
· External incident/behaviour leading to criminal caution or prosecution.
· Serious or repeated incidents with keys.
Scope and Duration of Exclusion

2.7. Scope:  At all times the approach to exclusion must be fair and equitable and based on factual or overwhelming circumstantial evidence.  In some instances, it may be deemed on the grounds of safety and the seriousness of the incident that a national exclusion applies.  In other cases there may be local concerns which merit the individual being excluded from one particular prison or business unit but not others.  Exclusion will be considered on three levels dependent on the seriousness of the incident:
· Locally at a prison or business unit level 

· By category or type of prison establishment or business unit, for example to protect children under 18.
· Nationally across all NOMS prisons and associated business areas.

Examples of particular exclusions are shown at Annex G.   
2.8. Duration:  Individuals may be excluded from a prison establishment or business unit for up to 10 years which is then subject to review dependent on the underlying risk to the organisation.  
Temporary Exclusion
2.9. In some cases the individual’s behaviour or action will be so serious that they must be excluded immediately on a temporary basis, whilst an investigation is completed.  The temporary exclusion must be notified to the Approvals and Compliance team immediately using Annex A(2) Exclusion Report Form and making clear the exclusion is temporary pending a full investigation.  Once the investigation is concluded and the exclusion upheld or rescinded the outcome must be notified to the Approvals and Compliance team along with the service provider, in order that the NOMS Exclusion List can be updated.  

NOMS Exclusion List

2.10. An associated Exclusion List will be maintained by NOMS, Security Group.  This is to ensure that individuals are identified who have been excluded from any part of the NOMS estate, CRCs, Attendance Centres and its Private Prison/Escort Contractors (known collectively as NOMS organisations for the purposes of this policy instruction) due to concerns about misconduct.  The Exclusion List does not include personnel dismissed due to performance or capability issues.
2.11. Any Not Directly Employed Worker: The list will include all not directly employed workers providing services to NOMS organisations in the public and private sector, who are excluded and who are deemed on the balance of probabilities to pose a continuing risk to the NOMS estate on the grounds of safety, security and a duty of care to staff, prisoners, offenders and individuals.

2.12. NOMS Public and Private Sector Employees: The List will also include those directly employed staff from NOMS or one of its Private Prison/Escort Contractors and CRCs who have been dismissed on grounds of misconduct and gross misconduct or have resigned under investigation where a final outcome has subsequently been concluded.  

2.13. NOMS Directly Employed Staff: There is no need to record an exclusion sanction in terms of time and scope against NOMS directly employed staff dismissed.  The intention of including staff is to ensure a corporate memory is retained in one place.   This record acts as memorandum for future applications in which each case will be judged on its individual merits.  Staff must be notified that their names will be added to the NOMS Exclusion List.
Working with Vulnerable Groups

2.14. Some individuals may be barred from working with children or vulnerable adults and named on one of the Government Barred Lists under the provisions of the Safeguarding Vulnerable Groups Act 2006 and Protection of Freedoms Act 2012.  In these cases both the employer and NOMS organisations would be subject to sanctions if they knowingly appointed someone in these categories.  
2.15. The provisions of the Safeguarding Vulnerable Groups Act legislation which came into force on the 12 October 2009, extended protection afforded to both children and adults in care, supervised environments and “regulated activity”.  The main impact on NOMS organisations of this legislation is in working with children and also with workers providing professional healthcare services; there is a mandated duty to refer cases where a risk of harm to children or vulnerable adults is identified in such cases.  Further information on the legislation is available on the Home Office website at http://www.homeoffice.gov.uk/agencies-public-bodies/crb/about-crb/crb-pofa-2012/ and also on My Services.
2.16. Where a risk of harm is identified to either children in the Young People’s Estate or adults in regulated activity settings (specifically by healthcare professionals in the adult prison estate) in the course of an exclusion, then vetting clearance will be withdrawn for the individual.  The details of the risk of harm must be reported to the Disclosure and Barring Service by a member of staff most closely associated with the case at the prison establishment or business unit.  More information on the risk of harm criteria is included at the following website link http://www.homeoffice.gov.uk/agencies-public-bodies/dbs/services/dbs-referrals/dbs-referral-guidance/
Data Protection
2.17. A note of the reason for exclusion must be held by the organisation applying the exclusion in line with the Data Protection Act 1998.  Further information is contained in the Data Protection PSI 9020
2.18. Security Group will perform annual data reviews of the NOMS Exclusion List to ensure both employees and not directly employed workers have not been held on the list for longer than necessary under the Data Protection Act provisions.
3. Overview of the Exclusion Procedures
3.1. Annex A(1) sets out the detailed procedures for excluding an individual and for informing the Security Group Approvals and Compliance Team.  Procedures will vary according to the organisation involved and the employment status of the worker.   A flowchart of the procedure is also outlined in Annex J.
3.2. NOMS Public Sector Employees: For staff employed directly by the Public Sector Prison Service, NOMS HQ and NPS the procedures for misconduct and gross misconduct and dismissal are embedded in the conduct and discipline procedures.   Governors, Heads of Groups and NPS Deputy Directors need to do nothing further other than the additional and exceptional notification to the Disclosure and Barring Service set out in para 2.15 above where appropriate.  NPS will follow the procedures outlined in their own conduct and discipline policy.    
3.3. NOMS Main Service Providers: For staff employed directly by a Private Prison, Escort Contractor or CRC then the procedures to be used for excluding a member of staff will be those set out in the organisations own conduct and discipline procedures.  Since NOMS will not be aware of such dismissals and exclusions automatically, the respective organisation must  complete the Exclusion Report Form shown at Annex A(2) in order to inform Security Group of the exclusion as well as reporting the matter to the Disclosure and Barring Service where necessary (para 2.13).  
3.4. Any Not-Directly Employed Worker:  For not-directly employed workers engaged by any organisation (private or public) providing services to NOMS it will be necessary to complete an Exclusion Report Form (Annex A(2)) and follow the guidance shown at Annex A(1) for interviewing and informing the NDE worker and their employer and for informing Security Group of the Exclusion.
3.5. Where a decision to exclude is upheld from any NOMS public or private organisation, including revoking the badge of prisoner custody officer’s (PCO) in a private prison/escort contractor, or withdrawing authorisation from an officer of a provider of probation services, the information will be noted by the Approvals and Compliance Team on the Exclusion List.  This will be taken into account where any subsequent job applications to NOMS organisations is made.  This will consider the reason for exclusion including the nature and seriousness of the incident and where applicable the duration of the exclusion.
4. Representations    
4.1. Where a NDE worker wishes to make a representation against exclusion, this must be made via the main contractor/VCSE organisation or service provider once any formal criminal investigation has been completed.  The form must be sent by the contractor/VCSE organisation employing the individual to the NOMS Security Group, Approvals and Compliance team based at the NOMS Shared Service Centre and addressed for the attention of: 

(a) DDC (for public sector prisons), 

(b) Deputy Director of Custodial Services (for Private prisons and escort contractors), 
(c) Deputy Director of Probation and Contracted Services, 
(d) HQ Director for HQ Groups.  

(Note: References to DDC below also refer to the DDC’s or HQ Director as relevant)
4.2. If an NDE worker is engaged on an individual contract or arrangement and not through a contractor/service provider then they may make representations direct to the respective Deputy Director, using the same procedures outlined above.  This arrangement is specifically for individuals and does not apply to personnel working through any service provider.
4.3. Any representation will usually be considered by correspondence and must be made by the contractor/service provider within 15 working days of the date of the notification of exclusion.  Where subject to a criminal investigation, this timeframe will not apply until any such investigation is concluded.   The instigation of a criminal investigation must be notified to the Security Group, Approvals and Compliance team in order that they can note their records. 

4.4. Exceptionally, oral representations will be considered if there is deemed to be evidence so compelling that it can only be presented at a meeting and that evidence will materially affect the decision to exclude.  An agreement to consider oral representation can only be accepted or refused at the discretion of the respective Deputy Director or equivalent whose decision will be final.  It is the responsibility of the service provider to ensure there are legitimate and credible grounds for the request.
4.5. Once the case has been received by Security Group it will be logged on the system and relevant paperwork will be retrieved with the details of the case. The case will then be passed along with any associated paperwork to the Deputy Director who will act as an independent Representation Authority.    

4.6. A final decision on any representations must be notified in writing by the Deputy Director to the main contractor/VCSE organisation providing the reason for upholding exclusion using the letter shown in Annex C – “Decision of the Representations Authority on Exclusion”. 

4.7. The establishment or business unit will be notified of the outcome by the Deputy Director in order that they can update their records.  A copy of the Annex C letter must also be sent to the Approvals and Compliance Team within 10 working days to enable them to update central records.

Representation Authority – Evaluation Factors
4.8. Representations will be evaluated by the Deputy Director as quickly as possible. They are responsible for deciding on the balance of probability if the allegation of misconduct or incident is proven and whether exclusion is appropriate. They will make the decision impartially, based only on the evidence available.  As the decision maker their key responsibilities are to: 

-
Examine all evidence available and decide if there has been a breach in NOMS policies and procedures or legislation that warrants exclusion.
- 
Decide whether the sanction is appropriate.

- 
Inform the prison/business unit and Approvals and Compliance team.

- 
Inform the service provider of their decision promptly.

Exclusion Rescinded

4.9. Where a decision to exclude is overturned by the Representations Authority (Deputy Director), a letter confirming the decision must be sent to the main contractor/VCSE organisation and a report of the decision notified to the Approvals and Compliance team, in order that records can be adjusted centrally.  Reinstatement of the individual must be arranged within 15 working days of the notification date if there are no further outstanding internal procedures or investigations to be completed by the contractor/VCSE organisation.  The decision must be notified using the letter shown at Annex D “Decision of the Representations Authority on Exclusion – Rescinded”.

ANNEX A(1)
Guidance on the Exclusion of Staff and Not Directly Employed Workers
1. These procedures cover staff and Not Directly Employed Workers who are to be excluded or dismissed on grounds of their behaviour or actions which are deemed to pose a risk to the safety and security of the NOMS estate, staff, prisoners and offenders.
2. Staff employed directly by the NOMS Public Sector Prison Service, NOMS HQ and NPS, attendance centres and private prison/escort contractor operating on behalf of NOMS (known collectively as NOMS organisations for the purpose of the policy instruction), will be dealt with under the respective conduct and discipline procedures governing those organisations.  Staff dismissed must be reported to the Security Group Approvals and Compliance team for entry on the Exclusion List, where their dismissal is deemed to pose a continued risk to the organisation for example in the case of staff caught smuggling illicit items etc.
3. The remaining guidance below relates to the exclusion of those Not Directly Employed Workers engaged by one of the bodies above.  It is important that there are consistent and defensible practices in the exclusion of NDE workers some of whom may be employed in more than one part of NOMS.

Procedures in Prisons or Business Units for Excluding Not-Directly Employed Workers
4. Each person needs to be interviewed and details entered onto the Exclusion Report Form at Annex A(2).  If they decline to be interviewed or have been escorted from the premises immediately, due to the seriousness of the incident, the details of the case must still be completed and entered on the form as far as is possible.
5. All parts of the form must be completed, although it may not always be possible to get the person to sign the form this should be noted on the form with the phrase ‘Declined to sign’ or ‘Unavailable to sign’.  Where possible, and where it does not compromise any ongoing criminal investigation, safety or confidentiality, the evidence that has led to the exclusion needs to be provided to the individual.  Individuals should be given the reason for their exclusion in all cases where possible.
6. Interviews should be arranged by the Investigating Manager as soon after the incident as possible and a decision reached about excluding the individual.  Where there is a criminal investigation initiated this will take precedence over the exclusion interview.  Once the interview is completed the Exclusion Report Form must be signed by the investigating manager and a record held locally for audit purposes for a minimum of 12 months. 
7. A decision needs to be taken by the prison or business unit about the scope and duration of the exclusion deciding either to exclude locally only or nationally dependent on the seriousness of the misconduct or risk posed.  National exclusions will need to take account of similar exclusion cases in order that a consistent approach is taken across the prison estate (see sections 2.5 & 2.6 above). 
8. Finally, the Exclusion Report Form must then be sent by e-mail to Security Group, Approvals and Compliance Team at the Shared Service Centre via the mailbox shown at the bottom of the form.  Information about this team is available in Annex F
Approvals & Compliance Team – Initial Procedures

9. Once received by the Approvals and Compliance team, the exclusion will be logged on the individual’s vetting record and added to the Exclusion List (see paras 2.8 & 2.9, above).  The originating prison establishment or business unit is then notified that the exclusion and vetting record have been logged via an e-mail headed “NDE Worker Exclusion”.  This confirms the scope of exclusion.  
10. If the exclusion proposed by the prison or business unit differs significantly from those imposed in other parts of the NOMS estate for similar incidents, the Approvals and Compliance Team will notify the prison or business unit of the normal sanction that has been applied in the past.  It is at the discretion of the Governor/Director or their equivalents in other NOMS organisations if the scope of the exclusion sanction is amended or stands.  Where the sanction differs, it is for the relevant Governor/Director to defend the sanction should it be challenged.   If it is amended this must be notified to the Approvals and Compliance Team.
Follow Up Action in Prisons or Business Units

11. Once the exclusion is confirmed, and the Governor/Director is content with the duration and scope of exclusion the prison/business unit need to notify the exclusion in writing to the main contractor/VCSE organisation or service provider within 10 working days of receipt, by sending the Notification of Exclusion Form shown in Annex B.  In most circumstances it will be necessary for the contractor to provide a replacement worker in order to fulfil the requirements of the contract; this may not extend to volunteers, but any replacement will need vetting at the appropriate level. 
12. The contractor will be expected to remove the excluded worker from all locations in which they are working if they have not already done so.  In some cases where the sanction is a local exclusion, it may be appropriate for a service provider to retrain the excluded worker, before enabling them to resume work after their exclusion.  If this is decided it must be documented clearly in the NDE Worker Exclusion Form.  Each case will be reconsidered after the exclusion period has expired on its own merits.  
Not-Directly Employed Personnel Working in Multiple Locations

It is common for NDE workers to undertake services in a number of prison establishments or business units as part of a wider contract.  Where the sanction identifies the exclusion is wider than the local prison establishment or business unit, it is important this is logged nationally on the Exclusion List and communicated to the Regional Corruption Prevention Manager’s and to NPS Deputy Directors, Heads of Groups and business units.

13. ANNEX A(2)
OFFICIAL – SENSITIVE - SECURITY 
Model Form 1:  Exclusion Report Form
	Exclusion Report Form


This form must be completed in every case where a decision has been made to exclude a Not Directly Employed (NDE) worker from a Public Sector prison, NOMS HQ and any NPS location, attendance centre, Private Prison or, Escort Contractor or a direct employee of a Private Prison or Escort Contractor.  The form is used to notify the Security Group Approvals and Compliance Team based at Shared Services who will then withdraw the individual’s security vetting status.  

Once completed this report must be: 

1.
Sent to Security Group, Approvals and Compliance team, electronically via e-mail to the team’s mailbox at:

Recruitment-decisions@hmps.gsi.gov.uk marked OFFICIAL – SENSITIVE - EXCLUSION – SECURITY.

2.
A hard copy of the report form with signatures must be retained locally for audit purposes.
	Personal Details of Excluded Not Directly Employed Worker (this section must  be completed in all cases)

	Surname (enter in box
	

	Forename (enter in box)
	     

	Title (enter in box)
	

	National Insurance Number (AANNNNNNA) e.g. ZZ123456D
	

	Date of Birth (Enter DD MON YYYY) e.g. 23 Jun 1984
	

	Name of Main Contractor, Voluntary Organisation (where appropriate)re appropriate
	

	Job Role (enter in box)
	

	Exclusion Meeting 

	Full Name Investigating Manager (enter in box)
	     

	Job Role 
	

	Location of Business Unit/Establishment
	

	Date of Exclusion Meeting (s)
	

	Audit Trail 

	Will the Police be informed? Y.N
	

	Has a formal investigation taken place? If so what is the investigation number?
	

	Does the individual work in or have access to other prisons?  If so please provide a list.
	

	Reason for Exclusion (brief summary of events)

	


	Interview Notes

	


	Initial Decision/Outcome (tick one)





	Excluded 
	

	
	Reinstated
	

	Exclusion from Establishment/Prison Category/NOMS Estate (specify)
	

	Duration of Exclusion Proposed immediately [6 months/1/5/10 years, permanently]


	

	Signed by Investigating Manager and Excluded individual 

	Signature of Investigating Manager

of Main Contractor, Sub Contractor, Voluntary Organisation 
	     

	Name in BLOCK CAPITALS


	

	Date 


	

	Signed by excluded individual 
	

	Name in BLOCK CAPITALS
	

	Date 
	

	What to do next

	


When you have completed please send a copy via e-mail to the Approvals and Compliance mailbox:

Recruitment-decisions@hmps.gsi.gov.uk
For correspondence, their address is:

Security Group, Approvals and Compliance Team

HMPS Shared Service Centre 

PO Box 3037 Newport Gwent 

NP20 9BB

When you have completed, please print and retain a copy locally.

ANNEX B

Model Letter 2 - Notification of Exclusion of Not Directly Employed Worker to Employer Organisation 
OFFICIAL – SECURITY 

[Name and address of Employer organisation] 

Name of Worker

National Insurance No.

NOMS Location

Cc
Approvals and Compliance team

[Date] 

Dear [Name of Contract Manager/equivalent or Sir/Madam] 

[I/We have received evidence concerning an incident [brief description of misconduct including dates if available]. Having examined the details of the case a decision was made to exclude [name of worker] from the Establishment/Business Unit/Prison Category/NOMS estate/Attendance Centre/NPS location.  This exclusion applies for [specify in month/years/permanently] with immediate effect.

Details of the specific allegations against the individual and the supporting evidence are detailed below: 

Allegation of Misconduct  

It is reported that [Give details of what the individual has actually done, including dates and how and when the misconduct occurred] 

Basis of Decision

[Give brief details of supporting documentary evidence and witnesses (include a copy of any witness or complainant statements unless this is inappropriate)] 

[I/We] have to consider the overall safety and security of the prison establishment/business unit [delete as appropriate] and in this case we consider that a fundamental breach of security and/or trust between the individual and the organisation has broken down. 

The worker can make representations against the exclusion through you as the main contractor/VCSE organisation.  Any written statement and further evidence they wish to submit must be collated and sent to you for despatch to the Approvals and Compliance team.  No individual representations will be considered direct to the prison establishment or business unit 

During the period any representation is being considered, the individual cannot be allowed into any other prison or NOMS location for security reasons.

Before the individual decides how to respond to this letter I recommend that they read the NOMS Exclusion Policy. A copy of which is enclosed.

An Exclusion Representation Authority will sit and consider the evidence of the case and advise their decision by correspondence.  
Exceptionally, oral representations will be considered if there is deemed to be evidence so compelling that it can only be presented at a meeting and will materially affect the exclusion.  An agreement to consider oral representation can only be accepted or refused at the discretion of the respective DDC or equivalent whose decision will be final.   It is the responsibility of the service provider to ensure there are legitimate and credible grounds for the request.

Please indicate which option your employee has chosen and advise us in writing.

No further action  




Wishes to make representations  

We will consider your comments along with the excluded worker’s and the other details of the case and send you our decision in writing after consideration of the evidence presented.  All paperwork relating to a representation must be received by us within 15 working days of the date of this letter.

If we have not heard from you by [date] the case will be closed and no further representations will be accepted. 

[Name/s] 

[Investigating Manager or equivalent]

ANNEX C

Model Letter 3 - Decision of the Representations Authority on Exclusion

OFFICIAL – SECURITY 

[Name and address of main Employer organisation] 

Name of Worker


National Insurance No

NOMS Location

Cc
Approvals and Compliance team

[Date] 

Dear [Name of Employer Manager or Sir/Madam] 

I/We have now considered all the facts of the case and based on the body of evidence have decided the decision to exclude XXXX stands. The exclusion is INSERT HERE:

[State sanction – prison, category of establishment, NOMS estate and duration and the effective date it applied from and to]  You will need to ensure XXXX  is not deployed in any NOMS locations specified in the sanction.  

In making [my/our] decision [I/we ] have considered all the facts available including [List all documentary evidence]. I have also taken into account remarks in their written statement dated XXX and have considered [insert name] previous [good] conduct. 

Based on the above body of evidence I am satisfied that XXXX did [detail the allegation of misconduct, when and where it occurred]. 

This decision is final and is based on a balanced consideration of all the evidence.  No further representations will be accepted.  Please notify XXX of the decision.

[Name/s] 

[Deputy Director or their equivalent]

ANNEX D

Model Letter 4 Decision of the Representations Authority on Exclusion Rescinded

OFFICIAL - SECURITY

[Name and address of Employer organisation] 

Name of Worker

NOMS Location

cc
Approvals and Compliance Team

[Date] 

*I/We have now considered all the facts of xxxx’s case and have decided that the [*allegation/complaint] is not proven [give reasons why].  The exclusion is therefore removed and  xxxx [name] will be allowed to continue to provide services to the NOMS organisation.   

Any record of the vetting status of the worker will be adjusted to reflect this decision.

You should contact the business unit to make arrangements for a suitable date for XXXX to restart work.   

Thank you for your co-operation. 

[Name] 

[Deputy Director or their equivalent]

[Representations Authority]

* Delete as appropriate

ANNEX E
Roles and Responsibilities

Security Group Approvals and Compliance Team (ACT)

This comprises a team of experienced operational governors who maintain a record of all applicants excluded under this policy.  They will update the Exclusion List and provide the Governor/Director/Controller/Head of Group with the normal sanction that has been applied nationally for the particular categories of exclusion, in order to provide a national context.  They also receive notification of cases from the DDC that have been subject to representation where the exclusion sanction has been amended or rescinded.   

Contractors and Service Providers Manager
Any concerns expressed by workers relating to their exclusion from a NOMS site must be managed by the contract providers.  It is the responsibility of the contractor or VCSE organisation to advise the worker of the formal decision to exclude both pending investigation and at the outcome of the investigation process.  Where the worker wishes to present additional evidence through Representations this must also be managed by the contract manager.  Governors/Directors/Controllers and Heads of Unit will not engage in direct correspondence with individual workers on exclusions.

Contractors and VCSE Organisations

All contractors, VCSE organisations and individuals must comply with NOMS policies and procedures when working at the organisation’s sites and ensure that sub-contractors and their workers are explicitly made aware of their personal responsibilities for safety and security.  They must also ensure they have received adequate training and instructions, and have the competence to carry out their work efficiently.  Correspondence from the establishment/business unit must always be directed to the main contractor/VCSE organisation or equivalent, which holds contractual responsibility for the satisfactory delivery of the services provided and the behaviour of their workers.
National Probation Service (NPS)

NPS, as a directly managed delivery function within NOMS, will carry out the critical roles of providing advice to court, assessing the risk an offender poses to the public and directly managing those who pose the highest risk to the public, who have committed the most serious crimes. The Service is operated by a Director of Probation and a Director NOMS Wales.

Community Rehabilitation Companies (CRCs) 

These organisations will cover the 21 Contract Package Areas delivering offender management services in the community.  They will be responsible for the management of offenders assessed to present a low/medium risk of serious harm to the public.  
Providers of probation services, VCSE and Partner Organisations

These organisations will work with CRCs in the delivery of rehabilitation activities.  Any concerns expressed by workers relating to their refusal under the Standard Plus vetting level must be managed by the service providers.  It is the responsibility of the sponsoring organisation to advise the worker that they have been refused due to security considerations. The organisation can ask for this to be reconsidered through the management line to the DDC for prison related job roles (if considered through Shared Services centrally), whose decision will be final.  Alternatively a Senior Manager within the CRC for Standard Plus – Community will hold the same responsibility.  Governors and Heads of Unit will not engage in direct correspondence with individual workers on acceptance or refusal to grant security vetting.

Controllers and PECS Contract Managers 

Responsibility in the line for the contracted prison and escort sector for revocation of certificates and badges for Prison Custody Officer’s (PCO’s) will be dealt with by Directors in collaboration with Controllers and separately contract managers in PECS.  Incidents of exclusions/dismissals must be reported to the Security Group Approvals and Compliance team by the Directors in prisons and contract managers on the PECS contracts.  Any subsequent representations of individuals employed directly by escort companies will be made to the company in the usual manner.  

Deputy Directors 

Deputy Directors are responsible for considering any representation cases and notifying the outcome to the prison or equivalent elsewhere in NOMS, contract supplier and the Security Group Approvals and Compliance team located at Shared Services.  It is at the sole discretion of the Deputy Director to decide if they wish to accept oral representations by exception.  Evidence will be so compelling that a meeting is deemed worthwhile.
Governors/Directors/Heads of Unit

The Prison Governor, NPS Senior Manager, Director of the Private Prison, Head of Unit or their nominated representative will consider the scope and duration of any exclusion.  This will be notified to the contractor and/or individual and subsequently reported to the Security Group Approvals and Compliance team who will note their records.  The Governor and equivalent retains discretion on the duration and scope of the exclusion, but the Approvals Team will be able to provide national data on exclusions giving a context for the normal sanction applied for categories of exclusion. 
Shared Services Vetting Team

The Vetting Team in Shared Services are responsible for managing the processing and the updating of security vetting records for staff and not directly employed workers.  They will receive the confirmation of the exclusion via the Approvals and Compliance Team, notice of which will give the authority to Shared Services to update the vetting record accordingly.  They will also update the vetting record when any exclusion expires or a representation against exclusion is successful.

Vetting Outcome Decision Maker (VODM) or Security Manager
The responsible person will decide if an individual should be excluded from the prison/business unit on the grounds of safety and security.  They are responsible for ensuring the exclusion decision is documented accurately for audit trail purposes and sent to the Security Group Approvals and Compliance Team located at Shared Services   Further information on how to notify Approvals and Compliance Team is contained within this policy and available on My Services under Vetting – Excluded Workers.


Volunteers

For those individuals who provide voluntary services through a VCSE organisation, the principals outlined relating to workers excluded will still apply where this is co-ordinated through a central or regional management/ administrative function.   But where voluntary services are provided on an ad hoc basis without central co-ordination, there will be a requirement by the prison or business unit to engage directly with the individual throughout any exclusion procedure.  

The VCSE term encompasses voluntary and community organisations, charities, social enterprises, co-operatives and mutuals both large and small.

Exclusion Matrix







ANNEX F
	Reason for Exclusion 
	Proposed Scope -

Local/Category/National
	Proposed Duration - Up to 10 Years *

	
	
	

	Inappropriate Relationships


	Local/Category/National 
	Variable 

	Smuggling or unauthorised items dependant on its nature and seriousness.
	National
	Variable up to 10 years

	Threatening behaviour (verbal, physical, emotional/psychological)


	National 
	Variable up to 10 years

	Misconduct 
	Local/Category/National
	Variable 

	Serious or repeated incident with keys
	Local/Category/National 
	Variable - 6 months upwards

	
	
	


* Some incidents may be subject to police investigation and subsequent prosecution and a review as to the individual’s suitability to be readmitted at the end of the exclusion will be considered depending on the underlying risk to the organisation.  

ANNEX G
Examples of Exclusions and Sanctions Imposed 




Local Exclusion
Jane provides educational services to the prison, a role she has been undertaking for 6 months via the educational provider.  Whilst Jane is providing training, an office that she has been using is found unlocked in an area where offenders have access.  A written warning has been issued to her previously in regard to the office being left open.  This is the second incident and in this case it is decided she will be excluded.

Jane is interviewed by the Head of Security and Intel as the Investigating Manager and a member of the security department, who explain the reason she has been asked to meet with them.  She admits the lapse and apologises appreciating the seriousness of the incident, although feels being excluded is disproportionate.   

It is explained to Jane that as she has compromised the safety and security of the prison, she will be excluded.  Such incidents of misconduct are serious breaches of protocol and although new to the prison regime, as this is a second incident it is decided she will be excluded from the prison for 1 year.   This does not prevent Jane from applying to work at other prisons but this will be subject to being retrained and at the discretion of the Governors of other prison establishments. 

The Investigating Manager completes the Model Letter 1 Exclusion Report form - Annex A and in this case Jane signs the form to acknowledge that the reason for her exclusion has been explained to her and that she understands the investigation process.  This is sent to the Approvals and Compliance team in Newport who log the exclusion adding Jane’s name to the Exclusion List before passing to the Shared Services team to update the vetting record.  Jane is escorted from the prison and the contractor is notified of the exclusion using the Model Letter 2 - Notification of Exclusion of Not Directly Employed Worker- Annex B.

National Exclusion

Phil provides minor building services to the prison on a contractual basis and has been working on and off in the prison for the last 5 years.  There has been an increase in the number of attempts to smuggle mobile phones into the prison and intelligence indicates Phil is suspected of being involved.   Subsequently Phil is intercepted smuggling a number of unauthorised items into the prison including SIM cards and cannabis.  

He is immediately taken to the Security Department and interviewed.  He refuses to explain anything about the incident; he is advised that this is such a serious breach of trust and threat to the safety and security of the prison that the police have been notified to consider criminal prosecution.  It is decided that due to the seriousness of the incident he will be excluded nationally for a period of 10 years.  

He refuses to sign the Model Letter 1 Exclusion Report form and is held until the police attend and remove him to be charged.  The form is completed and signed by the Investigating Manager - the Head of Security along with a prison officer who is also present.  Under the signatory box for the excluded worker the phrase “Declined to Sign” is added to the Report form.  The form is sent to Shared Services in order that the exclusion can be logged and his name added to the Exclusion List.  

The Investigating Manager completes the Model Letter 2 - Notification of Exclusion of Not Directly Employed Worker- Annex B.   This is sent to the main contractor for their action.

National Exclusion - Healthcare

Aadarsh, a healthcare assistant employed through the local Primary Care Trust is caught trying to smuggle unauthorised items to a serving prisoner in a High Security prison.  

He is interviewed and the reason for the exclusion notified, he agrees to sign the Model Letter 1 Exclusion Report form and is subject to a national exclusion for 10 years.  The police undertake an investigation in order to determine if a criminal prosecution can be pursued under the Offender Management Act 2007.
The Investigating Manager completes the Model Letter 2 - Notification of Exclusion of Not Directly Employed Worker- Annex B.   This is sent to the main contractor for their action.  











ANNEX H
Local Security Strategy: Basic Requirements

	1
	Ensure all workers excluded are reported to the Security Group Approvals and Compliance team to be logged on the Exclusion List.

	2
	If the worker operated in more than one location and they are known, notify other locations to the Approvals and Compliance team.

	3
	Ensure any NOMS staff dismissed as a result of misconduct and gross misconduct is reported to the Security Group Approvals and Compliance team to be logged on the Exclusion List.

	4
	Information is recorded, stored, accessed and handled lawfully and in a way that ensures fair treatment for all.


ANNEX I
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Annex J

Examples of Misconduct and Gross Misconduct 

The examples outlined are extracted from the NOMS Conduct and Discipline policy instruction.
Examples of misconduct

The main areas of potential misconduct in NOMS are set out below.  Any behaviour which is not specifically mentioned below but which is in clear breach of established standards of conduct expected of members of staff may also lead to disciplinary action.  However not every action listed below will lead to disciplinary action if the action is of a relatively trivial nature or the matter is capable of resolution.

A repeat of general misconduct during a review period will amount to serious misconduct, allowing the member of staff to be dismissed following a disciplinary hearing.

Relations with others at the workplace

· Fighting or assault on any other person;

· Use of unnecessary force on a prisoner;

· Deliberate provocation of a prisoner;

· Offensive language or aggressive behaviour towards prisoners, colleagues or members of the public;

· Any harassment or discrimination;

· Membership of racist organisations and/or involvement in the activities of any such organisation;

· Exploitation of working relationships or abuse of seniority over colleagues e.g. by borrowing, lending money or bullying.

Unprofessional conduct

· Trafficking: i.e.

· Any unauthorised monetary or business transaction with, or acceptance of gifts or favours from, prisoners, ex-prisoners or friends or relatives of prisoners or ex-prisoners;

· Bringing into, or carrying out of, a prison establishment, without proper authority, any items for or on behalf of a prisoner or ex-prisoner; or knowingly condoning such action;

· Failure to obtain proper authority for actions or relationships in connection with prisoners or ex-prisoners or the friends or relatives of prisoners or ex-prisoners, which could otherwise be open to abuse, misinterpretation or exploitation on either side (Prison Service Rule 66).

Performance of duties

· Action or negligence likely to endanger the security of an establishment, including contributing to the escape of a prisoner;

· Breaches of security;

· Action or negligence in the course of duty which causes, or which could have caused, or contributes to loss, damage or injury to the Service or individuals;

· Failure to obey a lawful and reasonable order or written instruction;

· Being unfit for duty through drink or drug abuse (account should be taken of the Staff Alcohol policy);
· Unauthorised drinking of alcohol or taking prohibited drugs while at work or on duty.

Timekeeping and attendance

· Repeated poor timekeeping (including abuse of flexible working hours);

· Unauthorised absence or lateness;

· Abuse of provisions relating to sick absence as set out in the sick absence/attendance policy.

Dishonesty and corruption

· Dishonesty of any kind, such as false statement (for example in expenses or sick pay claims), alteration of records or misappropriation or misuse of official transport, funds or property;

· Corruption (i.e. abuse of official position for personal advantage or gain).

Confidentiality and engaging in political activities

· Unauthorised disclosure of official information held in confidence, whether to prisoners, the press or others;

· Breaches of staff rules in relation to political and outside activities.

Other misconduct, such as:

· Conviction of any criminal conviction (excluding fixed penalty offences) or receipt of a police
· caution for offences of gross misconduct, and/or failure to report such a conviction or a caution;

· Bringing discredit on the Service i.e. any action on or off duty which is likely to

· create an adverse effect on public confidence in the Service;

· Attempting to enlist the assistance or support of outside individuals or organisations to secure

· advancement or improve one’s personal position (e.g. in relation to transfers, promotion,

· discipline);

· Failure to report potential misconduct by other members of staff (this should generally apply only to deliberate concealment of serious misconduct).

Gross Misconduct

“Gross misconduct” is defined as misconduct that is so serious as may make any further relationship and trust between NOMS and the member of staff concerned impossible.  Gross misconduct is repudiatory misbehaviour by a member of staff, i.e. conduct that shows that they no longer intend to be bound by their contract and, due to its serious nature, staff can be dismissed without notice for a first offence of gross misconduct.

Incidents that happen outside the course of your employment and working environment can be dealt with under the disciplinary procedure if it puts into question an individual’s suitability for employment.

Some examples of gross misconduct are: 

· trafficking in money, prohibited drugs or alcohol;

· racial or sexual harassment or discrimination;

· membership of racist organisations;

· bullying

· serious unprofessional conduct; 

· assault;

· theft;

· fraud i.e. all intentional irregularities and illegal acts for private gain perpetrated by staff outside or inside the organisation;

· serious acts of negligence causing appreciable loss, injury or damage to NOMS property;

· failure to obey a lawful and reasonable order or written instruction, leading directly to serious disorder or loss of control;

· conviction of a  criminal offence - or receipt of a police caution for an offence - such as:

· any racially motivated crime;

· any offence of violence;

· burglary, robbery or theft;

· trafficking;

· corruption;

· drugs related offences;

· any serious offence of criminal damage or arson;

· sexual offences;

· fraud. 

Serious cases of general misconduct may also amount to gross misconduct if they are of a nature that makes any further relationship and trust between NOMS and the member of staff concerned untenable.

Furthermore, a repeat offence of general misconduct during a review period may also amount to a charge of gross misconduct.

PAGE  

_1475667610.ppt


	Overview of Exclusion Procedures

Interview the 

Worker 

Exclusion Scope & Sanction Identified 

ACT Log Exclusion, Providing Data on National Exclusion Sanctions 

Exit List Updated

Shared Services Update National Vetting Records

Representation Against Exclusion

Shared Services Log Representation & Send to DD

Exclusion Stands

DD Case 

Review

Exclusion Rescinded

DD Decision Advised to Prison/Bus Unit, Approvals&

Compliance team and Contractor

Bus Unit  Notify Contractor of Exclusion

Dep Dir cc’d



Copy Dep Dir



Decision to Exclude 





Predicated on a risk assessment



NOMS approach is applied similarly for staff and not directly employed workers.  We also insist on face to face verification of documentation however unpopular that is.



Although not an exhaustive list, key factors to be considered when assessing risk include:

		Type of establishment (i.e. High Security, Under 18s)  

		The working environment - including whether the area of work can be designated low risk 

		Whether the worker will be supervised/escorted at all times 

		Nature of the work to be undertaken 

		Access to or contact with prisoners 

		Level of access - whether the individual has access to sensitive or protected material, including establishment plans or assets marked up to confidential 

		Whether they are given access to keys  

		Whether they interact with under 18s  

		Access to the VISOR system  





Ongoing risk is outlined later in the DVD but includes having real security awarenesss and an appreciation of the risks without seeking to ignore controls and warning signs.










